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Abstract
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Executive summary

Executive summary

Note: This section is required for Reference Architectures, Best Practices guides, and Technical White
Papers. It is optional for Deployment and Configuration guides.

The executive summary includes a problem statement and the Dell Technologies solution that is detailed in
the remainder of the paper. It should include key findings and information that gives the reader insight as to
why they would be interested in this solution.
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What is SP Metadata?
1 What is SP Metadata?

The Service Provider (SP) metadata .xml file contains services, keys, and URLs defining the SAML
endpoints. You can use your IdP's SP metadata file generator to generate the SP metadata XML file.
This metadata file is sent to all the IdP’s you want to enable single sign- on with. Similarly, each IdP
makes its own metadata available to import it into your application.
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Downloading SP Metadata
2 Downloading SP Metadata

To download the service provider metadata file,

1. Click on Download SP metadata file (XML)
OR
Click on Copy SP Metadata URL

Download Service Provider Metadata Learn how to use SP Metadata [/

Download the service provider metadata file and add Dell Identity to your Identity provider as a relaying party.

4 Download SP Metadata (XML)

Copy SP Metadata Value

Entity ID: hitp://www.dell. com/identity/ [ Copy

NamelD Format: urn:oasis:names:tc:SAML2:D:nameid-format:persistent [ Copy

Request Initiator: hitps://www-poc.dell.com/Identity/global/in/396fc004-4cc8-4218-8367-a1 3be0add802 [0 Copy
Assertion Consumer Service: https://www-poc dell.com/Identity/global/in/396fc004-4cc8-4218-8367-a13be0add802 [ Ccopy
Email Address: oCSAuthentication@Dell.com [0 Copy

Copy Token Exchange Endpoint

Token Exchange Endpoint: Loremipsumlorem@Dell.com [0 Copy

(D Copy this endpaint to generate access token to integrate with Dell care APIs,

| configured the SP metadata and uploaded it to my identity provider.

Figure 1 Download SP Metadata

You can copy the following SP metadata vaues:

a. NamelD Format:

SP and IdP use Name Identifiers to pass information about the users. The name identifier must
have a specific format so that the service providers can identify the name based on the format
that is returned by the IdP. This format can be:

e Unspecified

e emailAddress - e.g., John@company.com

e X509SubjectName - e.g. CN=john,0=Company Ltd.C=US

¢ WindowsDomainQualifiedName - e.g., CompanyDomain\John

e Kerberos —e.g., john@realm

A persistent identifier is an opaque service-specific identifier which must include a pseudo-
random value and must not be traceable to the actual user. This is a privacy feature.

A transient identifier is an opaque identifier which is temporary.
b. Entity ID:

Entity ID is used to identify entities that provide SAML-based services and looks like a URL.
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c. Request Initiator:

This protocol is used to ask that a service provider supporting a federated authentication
protocol produce a request for authentication using options or assumptions. It is assumed that
the user wields a standard HTTP user agent. The protocol is specified between the user agent
and the service provider. Any technical means may be used to cause the user agent to submit a
request using this protocol, including static or dynamic links on any web site, client-side
scripting, manual entry by a user, etc.

The request initiation protocol consists of a single HTTP [RFC2616] request/response, a
normative request followed by an arbitrary response from the service provider. This response
may be a request for authentication using a selected protocol (the format of which is left to the
definition of that protocol), or it may be a refusal to perform the requested action or any other
response the service provider deems appropriate.

In the event of failure, the response must inform the user as to the nature of the problem or
prompt for additional information as required. For example, if the request does not identify the
identity provider to use, the response could be in the form of a request to a discovery service,
per [IdPDisco].

d. Assertion Consumer Service:

Assertion Consumer Service specifies the URL of the Assertion Consumer Service where the
Identity Provider sends the response. The value must correspond to the endpoint in the Service
Provider metadata.

Upload the SP metadata file or paste the SP metadata values in your application.
3. Set up Dell Identity as a relying party under your IdP.

Select the ‘I have set up the SP Metadata and have uploaded it to my Identity provider’ checkbox
and click Next.
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