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How to Set Up Single Sign-On

Abstract

This document provides instructions on how to setup Single Sign-On (SSO)
experience.
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Executive summary

Executive summary

Note: This section is required for Reference Architectures, Best Practices guides, and Technical White
Papers. It is optional for Deployment and Configuration guides.

The executive summary includes a problem statement and the Dell Technologies solution that is detailed in
the remainder of the paper. It should include key findings and information that gives the reader insight as to

why they would be interested in this solution.
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Setting Up the Single Sign-On (SSO) Experience for your Organization’s identity Provider

1 Setting Up the Single Sign-On (SSO) Experience for your
Organization’s identity Provider

The service provider or Dell identity group invites IAM expert. IAM expert receives an invitation email with a
link to validate his credentials. For more information, refer to the Topic 1: Sign In and Verify your Account
of Email Invitation document.

After your account is verified, you will be redirected to the External Federation Portal.

If the page Manage Domain appears, then follow Section 1 of Domain Management document or else
follow Step 1 of this document.

To enable an SSO experience for the user, perform the following steps:

1. Click Create IdP Group.

D<&ALTechnologies 2 Vichael ~

£ Back to dashboard

Welcome John Smith!

You have been invited to configure SSO for the domain coke.com.

To verify domain ownership, you can create a new idP group.

(D This invitation will be valid for 30 days.

Requested Domain Date Requested
Create IdP Group
coke.com 11 January 2022

Need technical support? Please reach out to your regional Dell customer technical support teams.

Figure 1 Create IdP Group
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2. Perform the following:
a. Inthe IdP Group Name field, enter the name of the IdP Group.
b. Click Create IdP Group.

Create |dP Group

IdP Group Name

Enter a IdP group name ‘

Figure 2 1dP Group Name

3.  You will be redirected to the Manage Domain page as shown below. You can choose to either verify the
primary domain or go to the dashboard by clicking on the “Back to Dashboard” button. To know more on
how to verify a domain, refer Section 2 of Domain Management document.
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¢ Back to dashboard

All the domains added to this organization are listed here. Click Verify Domain to confirm the domain ownership.

@ + Only verified domain will be associated with the IdP.
+ The Delete button will be disabled if the domain is associated with an IdP. If you want to enable the Delete button, dissociate the domain from that IdP.

Assosiated to

/A Warning: To add a new domain you should verify your invited domain first.

Need Help? You can always reach us by email on dci.developerexperience@dell.com. We'll get back to you shortly!

I\/Ianage Domain Learn how to add and verify domain [7]

Figure 3 Verify Domain
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4. Click Register IdP for SSO

D&ALTechnologies @ 2 wichael v
Currently viewing: IdP Group 1 Switch |dP group Invite and Requests
S]ngle Sign-on (SSO) Se‘[up @& Manage Domain ‘ 9 Manage Administrator

Let's start setting up the Single Sign-On experience for your organization's Identity provider (IdP).

Important! Ensure that you perform the following steps before setting up the IdP A~

* In case of SAML and OIDC, go to manage domain to add or verify email domain. Prior to the SSO being active, the email domain needs to be connected to the IdP.

* In case of SAML and OIDC, set up Dell Identity as a relaying party under your Identity provider by downloading the SAML service provider metadata file or copying the 0IDC
Redirect URL. This step is required for the registration of an IdP.

+ Make sure that you have access to IdP metadata from your |dentity provider. This information is necessary since you need the configuration details for the IdP registration.

+ In the case of SAML, look for the list of Dell applications that support IdP-Initiated SSO in Supported applications.

(1) You sheuld be able to test SSO before acti it for your i domains. Learn More

Register IdP for SSO Learn how to set up SSO

Need technical support? Please reach out to your regional Dell customer technical support teams.

Figure 4 Register |dP for SSO

5. Inthe Select Domain Tab, perform the following:

a. Inthe SSO Configuration Name field, enter the name for the SSO configuration record.

b. Selectthe Domain Name associated with the IdP.
If you cannot find the domain you want, then click Manage Domain. For more information on adding
a domain, refer to the Step 2.a of Domain Management document.

c. Click Next.
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< Back to dashboard
Single Sign-On (SS0O) Setup
Setting up configuration for SSO experience

) Select Domain Select Protocol

Register IdP Add User Group Activate

Provide a Display Name

SS0 Configuration Name

XYZ 2022

Enter the name for the S50 configuration record.

Select Domain(s)
Ensure that atleast one verified domain is selected to activate the IdP.

(D Can'tfind the domain you are looking for? To add or verify domain, go to Manage Domain

Xyz.cOM
xyz.uk

D sub.xyz.com

ceneel

Figure 5 Single Sign-On Setup
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Note: Ensure that at least one domain is selected to activate the IdP.

6. Inthe Select Protocol tab, perform the following:
By default, SAML 2.0 is selected. For more information about SAML, click on Learn more about SAML
here.
For OIDC, refer Page 17.

a. Select the authentication method.
SP--initiated SSO is selected as the authentication method by default, and it cannot be changed.
You can select IdP initiated SSO if your applications are listed in supported applications.
For more information on SP-initiated SSO and IdP-initiated SSO, click on Learn more about SP & IdP
initiated flow.
b. Import the Identity Provider Metadata in one of the following ways:
e Upload IdP metadata: If you have an IdP Metadata file, select Upload IdP Metadata, and click
Upload File. Browse to the location where the IdP Metadata XML file is located and click Open.
The IdP metadata file is uploaded.
e SAML Endpoint URL: Enter the URL of the XML file that holds the federation metadata.
e Manually Enter Values: If you do not have an IdP Metadata file, select Manually Enter Values.
c. ClickDownload SP Metadata (XML) to download the metadata file and to set up Dell Identity as your
Identity provider. For more information, click on Learn more how to use SP metadata.
d. Copy all the SP metadata values and paste it in the respective fields at your IdP.
e. After setting Dell Identity as your identity provider, click on | have set up SP metadata and have
uploaded to my Identity provider check box.
f.  Click Next

How to Set Up Single Sign-On D@A.LTechnologies
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directly to the site. Once the SP confirms that the user does not have any active browser sessions, it will redirect them to the IdP and request authentication.

IdP-intiated SSO (Optional)

£\ Select IdP-initiated SSO if your application is listed in Supported Applications. Supported Applications

usually initiated by a page within the IdP that displays a list of all available SPs to which a user can login.

Download Service Provider Metadata

Download the service provider metadata file and add Dell Identity to your Identity provider as a relaying party.

wnload SP Metadata

Copy SP Metadata Value
Entity ID. http:/rwww.dell.com/identity/ [ Copy
NamelD Format: urn:oasis:names:tc:SAMLZ:0:nameid-format:persistent [0 Copy
Request Initiator. https://www-poc.dell. com/Identity/global/in/396fc004-4ccB-4218-8367-a13beDaddB02 (0 Copy
Assertion Consumer Service: https://www-poc.dell. com/ldentity/global/in/396fc004-4cc8-4218-8367-a13be0add802 [0 Copy
Email Address: 0OCSAuthentication@bell.com [ Copy

Copy Token Exchange Endpoint
Token Exchange Endpoint. Loremipsumlorem@Dell.com (] Copy

(D Copy this endpoint to generate access token to integrate with Dell core APis.

| configured the SP metadata and uploaded it to my identity provider,

The following methods are avallable for importing Identity Provider Metadata.

© upload idP Metadata () SAML Endpoint URL Manually Enter Values

Only XML files

& Partoer_IdP_Metadata 1 MB

DAL Technologies B wichae
< Back to dashboard
Single Sign-On (SS0O) Setup
Setting up configuration for SSO experience
© Select Domain 2) Select Protocol Register IdP Add User Group Activate

Select a Protocol
Chaose and configure the external identity provider that you want to enable.

© samLzo Open ID Connect (0IDC)

Security Assertion Markup Language 2.0 (SAML 2.0) is a version of the SAML standard for OpenlD Connect allows clients of all types, including Web-based, mabile, and JavaScript

authentication and authorization identities between security domains. clients, 1o request and receive i about sessions and end

Learn more about SAML 2.0 (7 Learn more about 0IDC [3

Select the Authentication Method Learn more about SP & IdP Initiated flow [
SP-intiated SSO
(@ The sp d 550 is th methad by default, and it cannot be changed.

SS0 initiated by the Service Provider (SP) occurs when a user attempts to access an application at the SP end and the application is not authenticated by the IdP. A user may have gone

SS0 initiated by an Identity Provider (IdP) involves the user clicking a button in the IdP, which is forwarded to an SP along with a SAML message containing an assertion. This flow is

Learn how to use SP Metadata [/

ganeel sack

Figure 6  Select Protocol
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¢ Back

Applications Supported

(D) ** 1 you can't find the application where you need idP-initiated 550, contact the POC of the appication in your e Group.

Application Relay URL/Target URL Action

Premier https:thwww dell comyaccount copy I

Figure 7 1dP Initiated SSO
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7. Inthe Register IdP tab, all the fields in the Basic SAML information, Endpoints and Certificate section
are auto populated if the IdP metadata file is uploaded.

Claim section.

a. Inthe Required Claims section, select the appropriate URLSs from the drop-down list in the next fields.

b. If necessary, select the claim list from the drop-down list for Member Of, Country Code, and
Employee Type in the Optional Claims section.

c. Click Register

Note: If any of the IdP Metadata sections contain errors, you will receive an error message. Ensure
That you fix the errors before you register your I1dP.

DA LTechnologies 2 Jachan
¢ Back to dashboard

Single Sign-On (SS0O) Setup

Setting up confguration for SSO experlence
2 Select Domain <) Select Protocol <) Register IdP Add User Group Activate

SAML Configuration

Basic SAML Information A claim ks Information about a user that an identity pravider includes in the token they issue for that user. This infarmation is typically contained in the

SAML attribute Statement in @ SAML token.

Endpoints Learmn more about claims here [

Legicste Internal Claim Type External Claim Type

Claims DELL supperts the following claim types These are the claims offered by the extemal IdP.

Required Claims

Primary Email > httpci/www.dell comvidentity/claims/profile/emall

First Name > hitpe//www.dell comyidentity/claims/profile/firstname

Last Name - hetp:, dell profile/lastname

Optional Claims
Member of . > Select \ \ & Delete
Country cde - Selact \ IT; Bclulr‘
@ ddchim

Did you know that? 0/
the secandary cert

icate can be uzad to val

tificates. If the |
— = m

Figure 8 Reqgister IdP
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8. The Add User Groups tab is displayed. This is an optional step. If you do not want to update the user
group, you can skip Step 7 and click Next.
Even after activating the IdP, you can add User Groups.

9. Inthe Add User Groups, perform the following:
a. To edit or delete an existing user group, click on the Edit or Delete icon with the respective user
groups.
OR
To add new user groups, click on the Add New User Group button. Enter the name of the user group
in the Enter a group name field and click Save.

Note: The groups set up will be effective only if the Member Of has been mapped.

Single Sign-0On (SSO) Setup

2 Select Domain ) Select Protocol 7 Register idP Add User Group Activate
Add Active Directory User Groups (Optional)

Add the sctive ditectory user groups to which you want to provide Single Sign-On access. You tan also manage the user groups after successful dP sctivation

%, Waming: The new groups will be effective cefy after mapping the member of claim. Go 10 the tab IIF Metadata> Claims 10 add the member of claim,
User Group 1 2 Edn £ Owlete
User Group 2 /A Edit il Delete

® Add o New User Group

Figure 9 Add User Groups

b. Click Next.
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10. Itis recommended to test the IdP connection and perform an end-to-end SSO testing to activate the IdP.
This helps in detecting issues or if there is any break in connection. Click Activate.

To test the IdP connection,

a. Click Test IdP Connection. This will open an SSO session in a browser window with Dell Identity
using your IdP. When prompted, Sign in using your corporate credentials, and the test results will
appear on the page.

b. Ifthe setup is tested successful, navigate to the tab Test Connection on the Single Sign-on Setup
page, and invite a user to test SSO. If the test fails, check the IdP configuration. If you require
assistance, please contact the Dell Identity team.

To invite users to Test SSO experience,

a. Click Enable Test SSO to test the SSO experience.
e  Enabling Test SSO generates a unique email address for this IdP.
e  SSO s activated only for the users that are using this unique IdP email address.
b. Share the unique email address that is generated with trusted users allowed to test the SSO.
c. Share the application URL with the user to test the SSO.
For SP Initiated SSO, users are required to access their specific application from Dell.com page to
test the SSO.
For IdP Initiated SSO, use the URL generated by your IdP and share the URL with your users to
authenticate it with your IdP. On successful authentication, the user is redirected to the application
using the relay URL mentioned in the table.
d. Once Test SSO has been successfully confirmed, click Activate.

Note: - If the user activates the IdP without disabling the test SSO, the test SSO will be automatically
disabled.
- After clicking on Activate, the IdP is activated but the SSO experience will be enabled
after 40 minutes.
- If you click Skip Activation, your IdP will be in ‘Pending Activation’ state. In case you want to
activate your IdP, click Edit IdP and update the required information.
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D<A LTechnologies 2 wichael
¢ Back to dashboard
Single Sign-On (SSO) Setup
Setting up configuration for SSO experience

@ Select Domain @ Select Protocol © Register IdP (@ Add User Group ) Activate

Almost there! Test the connection before activating the IdP

(D) You must test the IdP connection and it is recommended to perform an end to end SSO testing to update or activate the IdP. This helps in detecting issues or if there is any break in connection.

1. Test IdP Connection ~

(@ Test Connection Successful! IdP is ready to be activated.

This will open an SSO session in a browser window with Dell Identity using your IdP. Sign in with your corporate credentials and the test result will be dislayed on the page.

If the test is successful, a token message with the user claim details will be displayed. If the test is unsuccessful, check your |dP configuration or reachout to the Dell identity team.

Test IdP Connection

2. Invite Users to Test SSO Experience (Optional) ~
Enable the Test SSO to test the SSO experience with your business use cases.

(D - Enabling Test SSO generates a unique email address for this IdP.
* SS0is activated only for the users that are using this unique IdP email address.

Enable SSO Test

Skip Activation -

Figure 10 Activate

15 How to Set Up Single Sign-On DAL Technologies




Setting Up the Single Sign-On (SSO) Experience for your Organization’s identity Provider

11. If you want to disable your registered IdP, click Disable on the IdP configuration page.
A confirmation message dialog box will appear to confirm if you want to disable your IdP. Click Yes.
Your registered IdP will be disabled.

S|ng|e S|g n-on (SSO) Setup = Register a New IdP & Manage Domain & Manage Administrator

Important! Ensure that you perform the following steps before setting up the IdP v

1dP SSO Configuration

Learn hew to set up SSO [

Last modified Status T
XYZ 2022 Disable
11 January 2022 Active I===casy

Do you need assistance? Please reach out to DI Support and we will respond as soon as possible!

Figure 11  Registered IdP - Disabled
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Note: Ensure that at least one domain is selected to activate the I1dP.

1. Inthe Select Protocol tab, select OIDC as protocol.

For more information about OIDC, click on Learn more about OIDC.
a. There are two ways in which configuration can be enabled

Well known Endpoint
Manually Enter Values
Select either Well known Endpoint or Manually Enter Values,

b.
C.

Enter either Well known Endpoint or Manually Enter Values as per the selection.
Click Next

< Back to dashboard
Single Sign-0n (SSO) Setup

Setling up configuration for S50 experiencs

) Select Domain D Select Protocol Register |dP Add User Group

Select a Protocol

Choose and canfigure the external identity provider that you want to enable

O samL20

Security Assertior: Markup Language 2.0 (SAML 2.9) is a version of the SAML stardard for
fanging authentication ard authorization ideriities between security domains.

Learn more [4

© open o connect (0i0c)

Openild Conneet allows clents of all types, ncluding Web based, mobile, and JavaScrpt

clients, to reguest and receive information about authenticated sessions and end-users.

Learn mare 7

L chasl v

Service Provider Metadata

Activate

The following methods are available for importing Identity Frovider Metadata,
©Q wellknown Enpoint () Manually Enter values
well known Endpaint
Ditps. e dell.com/deipfoidevds wellknown/epenid-configuration I

Cancel

Figure 12 OIDC - Select Protocol
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19

2. Inthe Register IdP tab, Issuer and Redirect URI, and all the fields in the Endpoint are auto populated.

Basic Information

a. Enter Client ID, which you will find on your Identity Provider.
b. Enter Client Secret, which you will find on your Identity Provider.
c. Copy the Redirect URI and configure with your application.

Note: Changes to the issuer will update the Redirect URI

DA LTechnologies
¢ Back to dashboard
Single Sign-On (SSO) Setup

Setting up configurstian for S50 expanence

OpenlD Connect Configuration

Basic Method

Endpaints
Proof Key for Code Exchange (PKCE)
Scopes

Client 1D

RedirectURY, ~ ftrps/www dell comiidantity/ [0 Copy

2 Select Domaln (2 Select Pratocol Register 165

I yaur application cannat safaly stors 2 cllant secrat, use the PKCE flaw

(D) Please use the sdirect LR and configere DELL 5 a relying party In yaur Identity provider Changes to the suar wil update fia Rodirect LRI

Activate

=~ =

Figure 13  OIDC - Register IdP - Basic Information
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Endpoints

Endpoints are auto populated from the Well Known Endpoints or Manually Entered Values.

DéALTechnologies
< Back to dashboard
Single Sign-On (SSO) Setup
Setting up configuration for SSO experience

<) Select Doman @ Select Protocel ) Register id®

OpenlD Connect Configuration

Basic Information Endpolnts to communicate with the OpenlD Connect provider for accessing protected resources.
- Endpoints
Endpoints
Scoges

Authorization Endpoint

https://dev-12345678.0kta.com/oauth2/v1/authorize

Add User Groop

2 wichioe

Activate

Q rost

Authentication Method: || BASIC

Token Endpaint

This s Hhar UL U yeue by Providers hign saye. io which DELL st users b they attemun ts aosess  DELL syl cation

hitps://dev-T2345678.0kta.com/oauth2/v1/token

716 15 the LU Wi it e

Userinfo Endpoint (Optional)

This (6 1he L34 thet retira claimn shaut the o Uk ety sted usoy

Logaut Endpoint (Optional)

ut of the DELL copligiion, 110y arm diischo 10 s LR

fevacation Endpoint (Optional)

P —
‘dev-12345678.0kta.com/oauth2/v1/keys
leb Key Sets (JWKS) URI

1 e 1190 LR 4 00ty e iemtity rovicer fhas s gy cmsiried orfrests on awsesss Uiert @ 1o Gngn uive s s bn revchee

Cancal

=

Figure 14 OIDC - Register IdP - Endpoints
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Scopes

a. Some of the predefined scopes are auto populated based on the Well Known Endpoint or
Manually Entered Endpoints

b. Enter or Select Claim for UUID

c. Click Register IdP

B Micte)
{ Back to dashboard
Single Sign-On (SSO) Setup
Setting up configuration far SS0 experience
2) Select Domain © Select Protocol ) Register idP Add User Group Activate
OpenlD Connect Configuration
Basic Information OpenliD Connect (OIDC) scopes are used during suthentication 10 authorize access 10 3 user'’s details, ke name and email. Each scope can be used to request
specific set of user information which is made available as claim
Encpaints Leasn more about scopes hers [7]
Scopes
Scopes
Scopes
| address, Phone A B
Scopes Added
Dk Profts | x Fhone
Unique User Identifier (UUID)
Select or entar a claim value
Wi usecs kg ot of the DELL mppiicition, Wy ses rodirmclad 12 tha 52
Claims (Optional)
Address v - Enter a claim value [ i Delote |
Phane_numbet v . Enter a claim yaluo l il Delote |
@ Add Claim
e —

Figure 15 OIDC - Register IdP - Scopes

For Add User Group and Activate refer to Page 9 — Page 11.
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1 Managing Identity Administrator

To invite a new Identity Administrator from dell identity portal, perform the following:

a. Inthe IdP configuration page, click Manage Identity Administrator.
Enter your First name, Last name, and Email address.

c. Click Invite.
The requested user will receive a welcome email along with the steps to be followed. For more

information, refer to Topic 1: Sign In and Verify your Account of Email Invitation document.

=
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